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CVE CVE-2018-1000850
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-12-20 15:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description Square Retrofit version versions from (including) 2.0 and 2.5.0 (excluding) contains a Directory Traversal vulnerability in Re

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Squareup Retrofit All All
Application Squareup Retrofit All All

Edition Language
All All
All All

References

Reference

Forbid path traversal (." and '..") as @Path parameters. - square/retrofit@b9a7f6a - GitHub
Pony Mail!

retrofit CHANGELOG.md at master - square/retrofit - GitHub
Pony Mail!

Path Traversal on Retrofit - | hack to protect

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

Source

MISC

MISC

MLIST

MISC

MLIST

MLIST

REDHAT

CVE.ORG

NVD

Link Tags
github.com Patch, Third F
lists.apache.org

github.com Release Note:
lists.apache.org

ihacktoprotect.com  Exploit, Third
lists.apache.org

lists.apache.org

lists.apache.org

lists.apache.org
access.redhat.com

WWw.cve.org canonical

nvd.nist.gov canonical, ane


https://cve.report/
https://cve.report/CVE-2018-1000850/mitre
https://cve.report/CVE-2018-1000850/nist
https://cve.report/CVE-2018-1000850/cve_org
https://cve.report/api/cve/CVE-2018-1000850.json
https://cve.report/CVE-2018-1000850.pdf
http://cve.report/vendor/squareup
http://cve.report/software/squareup/retrofit
http://cve.report/vendor/squareup
http://cve.report/software/squareup/retrofit
https://github.com/square/retrofit/commit/b9a7f6ad72073ddd40254c0058710e87a073047d#diff-943ec7ed35e68201824904d1dc0ec982
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f%2540%253Cdev.drill.apache.org%253E
https://github.com/square/retrofit/blob/master/CHANGELOG.md
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f@%253Cdev.drill.apache.org%253E
https://ihacktoprotect.com/post/retrofit-path-traversal/
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc%2540%253Cissues.drill.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:3892
https://www.cve.org/CVERecord?id=CVE-2018-1000850
https://nvd.nist.gov/vuln/detail/CVE-2018-1000850

(4] PN

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981186 Java (maven) Security Update for com.squareup.retrofit2:retrofit (GHSA-8p8g-fvg-r7xr)
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