Summary
CVE
State
Assigner
Source Priority
Published
Updated

Description

/

CVE-2018-1000879
PUBLIC

cve@mitre.org

VE-2018-1

MITRE NVD

CVE Program / NVD first with legacy fallback

2018-12-20 17:29:00 UTC

2023-11-07 02:51:00 UTC

CVE.ORG

/

Print: PDF %5

libarchive version commit 379867ecb330b3a952fb7bfa7bffb7bbd5547205 onwards (release v3.3.0 onwards) contains a CV!

Risk And Classification

1|

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System

Operating System

Vendor
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Libarchive
Libarchive
Opensuse

Opensuse

Product
Fedora
Fedora
Fedora
Fedora
Fedora
Fedora
Libarchive
Libarchive
Leap

Leap

Version

28 All
29 All
30 All
28 All
29 All
30 All
All All
All All
15.0 All
15.0 All
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Edition
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All
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All

All

All
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All

All

All
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References

Reference

Libarchive Multiple Denial Of Service Vulnerabilities

[security-announce] openSUSE-SU-2019:1196-1: moderate: Security update f

[SECURITY] Fedora 30 Update: libarchive-3.3.3-6.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 28 Update: libarchive-3.3.3-6.fc28 - package-announce - Fedora Mailing-Lists

Source

SUSE

BID

FEDORA


https://cve.report/
https://cve.report/CVE-2018-1000879/mitre
https://cve.report/CVE-2018-1000879/nist
https://cve.report/CVE-2018-1000879/cve_org
https://cve.report/CVE-2018-1000879.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/libarchive
http://cve.report/software/libarchive/libarchive
http://cve.report/vendor/libarchive
http://cve.report/software/libarchive/libarchive
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00055.html
http://www.securityfocus.com/bid/106324
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/W645KCLWFDBDGFJHG57WOVXGE62QSIJI/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CBOCC2M6YGPZA6US43YK4INPSJZZHRTG/

Fix various crash, memory corruption and infinite loop conditions by daxtens - Pull Request #1105 - libarchive/libarchive - GitHub
[SECURITY] Fedora 29 Update: libarchive-3.3.3-6.fc29 - package-announce - Fedora Mailing-Lists

Fix various crash, memory corruption and infinite loop conditions by daxtens - Pull Request #1105 - libarchive/libarchive - GitHub
Bug #1794909 “Memory corruption in RAR decoder” : Bugs : libarchive package : Ubuntu

[SECURITY] Fedora 28 Update: libarchive-3.3.3-6.fc28 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: libarchive-3.3.3-6.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: libarchive-3.3.3-6.fc29 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.
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296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
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