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Summary

CVE CVE-2018-1002103

State PUBLIC

Assigner jordan@liggitt.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-05 21:29:00 UTC

Updated 2019-10-09 23:32:00 UTC

Description In Minikube versions 0.3.0-0.29.0, minikube exposes the Kubernetes Dashboard listening on the VM IP at port 30000. In VM environments where the IP is easy to predict, the attacker can use DNS rebinding to indirectly make requests to the Kubernetes Dashboard, create a new Kubernetes Deployment running arbitrary code. If minikube mount is in use, the attacker could also directly access the host filesystem.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubernetes Minikube All All All All

References

Reference Source Link

CVE-2018-1002103: Dashboard vulnerable to DNS rebinding attack · Issue #3208 · kubernetes/minikube · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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