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In all Kubernetes versions prior to v1.10.11, v1.11.5, and v1.12.3, incorrect handling of error responses to proxied upgrade
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Risk And Classification

Problem Types: CWE-388

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Kubernetes Kubernetes 1.9.12 beta0 All All
Kubernetes Kubernetes 1.9.12 beta0 All All
Kubernetes Kubernetes All All All All
Kubernetes Kubernetes All All All All
Kubernetes Kubernetes All All All All
Kubernetes Kubernetes All All All All
Netapp Trident - All All All
Netapp Trident - All All All
Redhat Openshift Container Platform 3.10 All All All
Redhat Openshift Container Platform 3.11 All All All
Redhat Openshift Container Platform 3.2 All All All
Redhat Openshift Container Platform 3.3 All All All
Redhat Openshift Container Platform 3.4 All All All
Redhat Openshift Container Platform 3.5 All All All
Redhat Openshift Container Platform 3.6 All All All
Redhat Openshift Container Platform 3.8 All All All
Redhat Openshift Container Platform 3.10 All All All
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Application Redhat Openshift Container Platform 3.1 All All All
Application Redhat Openshift Container Platform 3.2 All All All
Application Redhat Openshift Container Platform 3.3 All All All
Application Redhat Openshift Container Platform 3.4 All All All
Application Redhat Openshift Container Platform 3.5 All All All
Application Redhat Openshift Container Platform 3.6 All All All
Application Redhat Openshift Container Platform 3.8 All All All
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GitHub - evict/poc_CVE-2018-1002105: PoC for CVE-2018-1002105.
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CVE-2018-1002105: proxy request handling in kube-apiserver can leave vulnerable TCP connections - Issue #71411 - kubernetes/kubernetes
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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