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CVE CVE-2018-1002204
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-25 17:29:00 UTC
Updated 2019-10-16 19:32:00 UTC
Description adm-zip npm library before 0.4.9 is vulnerable to directory traversal, allowing attackers to write to arbitrary files via a ../ (dot

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adm-zip Project Adm-zip All All All All

Application Adm-zip Project Adm-zip All All All All

Reference Source Lir
Merge pull request #212 from aviadatsnyk/master - cthackers/adm-zip@62f6400 - GitHub CONFIRM  qitt

fix: prevent extracting archived files outside of target path by aviadatsnyk - Pull Request #212 - cthackers/adm-zip - GitHub ~ CONFIRM  gitt

GitHub - snyk/zip-slip-vulnerability: Zip Slip Vulnerability (Arbitrary file write through archive extraction) MISC gitt
Arbitrary File Write via Archive Extraction (Zip Slip) in adm-zip | Snyk MISC sny
SAP HANA CVE-2018-1002204 Directory Traversal Vulnerability BID WW
Zip Slip Vulnerability | Snyk MISC sny
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc

4 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2018-1002204/mitre
https://cve.report/CVE-2018-1002204/nist
https://cve.report/CVE-2018-1002204/cve_org
https://cve.report/api/cve/CVE-2018-1002204.json
https://cve.report/CVE-2018-1002204.pdf
http://cve.report/vendor/adm-zip_project
http://cve.report/software/adm-zip_project/adm-zip
http://cve.report/vendor/adm-zip_project
http://cve.report/software/adm-zip_project/adm-zip
https://github.com/cthackers/adm-zip/commit/62f64004fefb894c523a7143e8a88ebe6c84df25
https://github.com/cthackers/adm-zip/pull/212
https://github.com/snyk/zip-slip-vulnerability
https://snyk.io/vuln/npm:adm-zip:20180415
http://www.securityfocus.com/bid/107001
https://snyk.io/research/zip-slip-vulnerability
https://www.cve.org/CVERecord?id=CVE-2018-1002204
https://nvd.nist.gov/vuln/detail/CVE-2018-1002204
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