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Summary

CVE CVE-2018-1002208

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-25 17:29:00 UTC

Updated 2019-10-09 23:32:00 UTC

Description SharpZipLib before 1.0 RC1 is vulnerable to directory traversal, allowing attackers to write to arbitrary files via a ../ (dot dot slash) in a Zip archive entry that is mishandled during extraction. This vulnerability is also known as 'Zip-Slip'.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sharpziplib Project Sharpziplib All All All All

References

Reference Source

Arbitrary File Write via Archive Extraction (Zip Slip) in sharpziplib | Snyk MISC

SECURITY: vulnerable to zip-slip (possible remote code execution/file overwrite) · Issue #232 · icsharpcode/SharpZipLib · GitHub CONFIRM

Release 1.0 · icsharpcode/SharpZipLib Wiki · GitHub CONFIRM

GitHub - snyk/zip-slip-vulnerability: Zip Slip Vulnerability (Arbitrary file write through archive extraction) MISC

Zip Slip Vulnerability | Snyk MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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