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Summary

CVE CVE-2018-10057

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-05 21:29:00 UTC

Updated 2018-07-27 14:46:00 UTC

Description The remote management interface of cgminer 4.10.0 and bfgminer 5.5.0 allows an authenticated remote attacker to write the miner configuration file to arbitrary locations on the server due to missing basedir restrictions (absolute directory traversal).

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bfgminer Bfgminer 5.5.0 All All All

Application Bfgminer Bfgminer 5.5.0 All All All

Application Cgminer Project Cgminer 4.10.0 All All All

Application Cgminer Project Cgminer 4.10.0 All All All

References

Reference

pub/pocs/cve-2018-10057 at master · tintinweb/pub · GitHub

oss-security - CVE-2018-10058 and CVE-2018-10057 - cgminer <=4.10.0 and bfgminer <=5.5.0 remote management api post-auth buffer overflow and path traversal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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