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Summary

CVE CVE-2018-10061

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-12 16:29:00 UTC

Updated 2022-05-24 13:01:00 UTC

Description Cacti before 1.1.37 has XSS because it makes certain htmlspecialchars calls without the ENT_QUOTES flag (these calls occur when the html_escape function in lib/html.php is not used).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti All All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference Source Link

Cacti Input Validation Flaw in get_current_page() Lets Remote Users Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK www.securitytracker.com

[SECURITY] [DLA 2965-1] cacti security update MLIST lists.debian.org

Path-Based Cross-Site Scripting (XSS) issues · Issue #1457 · Cacti/cacti · GitHub MISC github.com

Cacti® - The Complete RRDTool-based Graphing Solution MISC www.cacti.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179164 Debian Security Update for cacti (DLA 2965-1)
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