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Summary

CVE CVE-2018-10070

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-16 21:29:00 UTC

Updated 2018-05-22 16:20:00 UTC

Description A vulnerability in MikroTik Version 6.41.4 could allow an unauthenticated remote attacker to exhaust all available CPU and all available RAM by sending a crafted FTP request on port 21 that begins with many '\0' characters, preventing the affected router from accepting new FTP connections. The router will reboot after 10 minutes, logging a "router was rebooted without proper shutdown" message.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mikrotik Router - All All All

Hardware Mikrotik Router - All All All

Operating System Mikrotik Router Firmware 6.41.4 All All All

Operating System Mikrotik Router Firmware 6.41.4 All All All

References

Reference Source Link Tags

MikroTik 6.41.4 Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

MikroTik 6.41.4 - FTP daemon Denial of Service (PoC) - Linux dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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