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CVE CVE-2018-10428
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2018-05-23 20:29:00 UTC
Updated 2019-03-08 15:14:00 UTC
Description ILIAS before 5.1.26, 5.2.x before 5.2.15, and 5.3.x before 5.3.4, due to inconsistencies in parameter handling, is vulnerable

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application llias llias All All
Application lias llias All All

Edition

All

All

Language
All

All

References

Reference Source
SecurityFocus BUGTRAQ
ILIAS 5.3.2/5.2.14 / 5.1.25 Cross Site Scripting = Packet Storm MISC
ILIAS E-Learning - Roadmap and Releases CONFIRM
ILIAS E-Learning - Roadmap and Releases CONFIRM

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2018-007.txt  MISC

ILIAS E-Learning CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link

Tags

www.securityfocus.com  Exploit, Third Part

packetstormsecurity.com  Exploit, Third Par

www.ilias.de
www.ilias.de
www.syss.de
www.ilias.de
Wwww.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Release Notes
Release Notes
Exploit, Third Part
Release Notes
canonical

canonical, analysi

il



https://cve.report/
https://cve.report/CVE-2018-10428/mitre
https://cve.report/CVE-2018-10428/nist
https://cve.report/CVE-2018-10428/cve_org
https://cve.report/CVE-2018-10428.pdf
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://www.securityfocus.com/archive/1/542025/100/0/threaded
http://packetstormsecurity.com/files/147726/ILIAS-5.3.2-5.2.14-5.1.25-Cross-Site-Scripting.html
https://www.ilias.de/docu/ilias.php?ref_id=1719&from_page=116805&obj_id=116799&cmd=layout&cmdClass=illmpresentationgui&cmdNode=wc&baseClass=ilLMPresentationGUI
https://www.ilias.de/docu/ilias.php?ref_id=1719&obj_id=116792&from_page=116805&cmd=layout&cmdClass=illmpresentationgui&cmdNode=wc&baseClass=ilLMPresentationGUI
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2018-007.txt
https://www.ilias.de/docu/ilias.php?ref_id=1719&from_page=116793&obj_id=116793&cmd=layout&cmdClass=illmpresentationgui&cmdNode=wc&baseClass=ilLMPresentationGUI
https://www.cve.org/CVERecord?id=CVE-2018-10428
https://nvd.nist.gov/vuln/detail/CVE-2018-10428
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