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Summary

CVE CVE-2018-10532

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-30 18:29:00 UTC

Updated 2019-01-30 18:35:00 UTC

Description An issue was discovered on EE 4GEE HH70VB-2BE8GB3 HH70_E1_02.00_19 devices. Hardcoded root SSH credentials were discovered to be stored within the "core_app" binary utilised by the EE router for networking services. An attacker with knowledge of the default password (oelinux123) could login to the router via SSH as the root user, which could allow for the loss of confidentiality, integrity, and availability of the system. This would also allow for the bypass of the "AP Isolation" mode that is supported by the router, as well as the settings for multiple Wireless networks, which a user may use for guest clients.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ee 4gee - All All All

Hardware Ee 4gee - All All All

Operating System Ee 4gee Firmware hh70_e1_02.00_19 All All All

Operating System Ee 4gee Firmware hh70_e1_02.00_19 All All All

References

Reference Source

We asked 100 people to name a backdoored router. You said 'EE's 4GEE HH70'. Our survey says... Top answer! • The Register MISC

EE 4GEE HH70 Router Vulnerability Disclosure | James Hemmings ~ Blog MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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