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An issue was discovered in ext/phar/phar_object.c in PHP before 5.6.36, 7.0.x before 7.0.30, 7.1.x before 7.1.17, and 7.2.x
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Netapp Storage Automation Store - All All All
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Application Netapp Storage Automation Store - All All All

Application Php Php All All All All
Application Php Php All All All All
Reference

Debian -- Security Information -- DSA-4240-1 php7.0

[SECURITY] [DLA 1373-1] php5 security update

[R1] SecurityCenter 5.7.1 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable®
May 2018 PHP Vulnerabilities in NetApp Products | NetApp Product Security

[SECURITY] [DLA 1397-1] php5 security update

PHP: PHP 7 ChangelLog

USN-3646-2: PHP vulnerabilities | Ubuntu security notices

PHP: PHP 5 ChangelLog

Red Hat Customer Portal

PHP Multiple Flaws Let Remote Users Obtain Potentially Sensitive Information, Deny Service, and Conduct Cross-Site Scripting Attacks - Sec
USN-3646-1: PHP vulnerabilities | Ubuntu security notices

PHP :: Sec Bug #76129 :: fix for CVE-2018-5712 may not be complete

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377294 Alibaba Cloud Linux Security Update for Hypertext Preprocessor (PHP) (ALINUX2-SA-2020:0054)

501131 Alpine Linux Security Update for php7
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