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CVE-2018-10571

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cvssaomvnacLernusccuian  Gertain versions of Openemr from Open—emr contain the foIIowing
: vulnerability:

Multiple reflected cross-site scripting (XSS) vulnerabilities in OpenEMR
before 5.0.1 allow remote attackers to inject arbitrary web script or
HTML via the (1) patient parameter to
interface/main/finder/finder_navigation.php; (2) key parameter to
interface/billing/get_claim_file.php; (3) formid or (4) formseq parameter
to interface/orders/types.php; (5) eraname, (6) paydate, (7) post_to_date, (8) deposit_date, (9)
debug, or (10) Insld parameter to interface/billing/sl_eob_process.php; (11) form_source, (12)
form_paydate, (13) form_deposit_date, (14) form_amount, (15) form_name, (16) form_pid,
(17) form_encounter, (18) form_date, or (19) form_to_date parameter to
interface/billing/sl_eob_search.php; (20) codetype or (21) search_term parameter to
interface/de_identification_forms/find_code_popup.php; (22) search_term parameter to
interface/de_identification_forms/find_drug_popup.php; (23) search_term parameter to
interface/de_identification_forms/find_immunization_popup.php; (24) id parameter to
interface/forms/CAMOS/view.php; (25) id parameter to interface/forms/reviewofs/view.php; or
(26) list_id parameter to library/custom_template/personalize.php.

CVE-2018-10571 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SAEMEDIIN |

Attack Attack Privileges User

Vector Complexity Required Interaction

Low [ NON |

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |

CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
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Link

¢ MIsC
github.com/openemr/openemr/commit/699e3c2ef68545357cac714505df1419b¢

) MISC github.com/openemr/openemr/issues/1518

MISC www.open-emr.org/wiki/index.php/Release_Features#Version_5.0.1

) MISC github.com/openemr/openemr/pull/1519
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

4 oAl
There are currently no QIDs associated with this CVE
Known Affected Configurations (CPE V2.3)
Type Vendor Product Version Update Edition Language
Application Open-emr Openemr All All All All
Application Open-emr Openemr All All All All

cpe:2.3:a:open-emr:openemr:

No vendor comments have been submitted for this CVE
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