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Summary

CVE CVE-2018-1058

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-02 15:29:00 UTC

Updated 2023-01-19 20:11:00 UTC

Description A flaw was found in the way Postgresql allowed a user to modify the behavior of a query for other users. An attacker with a user account could use this flaw to execute code with the permissions of superuser in the database. Versions 9.3 through 10 are affected.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All

Application Redhat Cloudforms 4.6 All All All

Application Redhat Cloudforms 4.6 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

USN-3589-1: PostgreSQL vulnerability | Ubuntu security notices UBUNTU

PostgreSQL CVE-2018-1058 Remote Code Execution Vulnerability BID

1547044 – (CVE-2018-1058) CVE-2018-1058 postgresql: Uncontrolled search path element in pg_dump and other client applications CONFIRM
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Red Hat Customer Portal REDHAT

PostgreSQL: PostgreSQL 10.3, 9.6.8, 9.5.12, 9.4.17, and 9.3.22 released! CONFIRM

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

500531 Alpine Linux Security Update for postgresql

501999 Alpine Linux Security Update for postgresql14

502765 Alpine Linux Security Update for postgresql15

504298 Alpine Linux Security Update for postgresql14

505657 Alpine Linux Security Update for postgresql15
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