
CVE-2018-10583
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-10583

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-01 16:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description An information disclosure vulnerability occurs when LibreOffice 6.0.3 and Apache OpenOffice Writer 4.1.5 automatically process and initiate an SMB connection embedded in a malicious file, as demonstrated by xlink:href=file://192.168.0.2/test.jpg within an office:document-content element in a .odt XML document.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Openoffice 4.1.5 All All All

Application Apache Openoffice 4.1.5 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Libreoffice Libreoffice 6.0.3 All All All

Application Libreoffice Libreoffice 6.0.3 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All
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Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link

CVE-2018-10583 CONFIRM security-tracker.debian.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

USN-3883-1: LibreOffice vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

NTLM Credential Theft via malicious ODT Files – secureyourit.co.uk MISC secureyourit.co.uk

LibreOffice/Open Office - '.odt' Information Disclosure - Windows local Exploit EXPLOIT-DB www.exploit-db.com

Red Hat Customer Portal REDHAT access.redhat.com

Pony Mail! lists.apache.org

Full Disclosure: [RT-SA-2020-005] Arbitrary File Disclosure and Server-Side Request Forgery in BigBlueButton FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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