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Summary

CVE CVE-2018-10597

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-05 20:29:00 UTC

Updated 2021-05-10 15:08:00 UTC

Description IntelliVue Patient Monitors MP Series (including MP2/X2/MP30/MP50/MP70/NP90/MX700/800) Rev B-M, IntelliVue Patient Monitors MX (MX400-550) Rev J-M and (X3/MX100 for Rev M only), and Avalon Fetal/Maternal Monitors FM20/FM30/FM40/FM50 with software Revisions F.0, G.0 and J.3 have a vulnerability that allows an unauthenticated attacker to access memory ("write-what-where") from an attacker-chosen device address within the same subnet.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Philips Avalon Fetal/maternal Monitors Fm20 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm20 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm30 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm30 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm40 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm40 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm50 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm50 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm20 - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm20 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm20 Firmware - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm20 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm30 - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm30 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm30 Firmware - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm30 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm40 - All All All
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Hardware Philips Avalon Fetal/maternal Monitors Fm40 - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm40 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm40 Firmware - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm40 Firmware - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm50 - All All All

Hardware Philips Avalon Fetal/maternal Monitors Fm50 - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm50 Firmware - All All All

Operating System Philips Avalon Fetal/maternal Monitors Fm50 Firmware - All All All

Hardware Philips Intellivue Mp2 - All All All

Operating System Philips Intellivue Mp2 Firmware - All All All

Hardware Philips Intellivue Mp30 - All All All

Operating System Philips Intellivue Mp30 Firmware - All All All

Hardware Philips Intellivue Mp50 - All All All

Operating System Philips Intellivue Mp50 Firmware - All All All

Hardware Philips Intellivue Mp70 - All All All

Operating System Philips Intellivue Mp70 Firmware - All All All

Hardware Philips Intellivue Mx100 - All All All

Operating System Philips Intellivue Mx100 Firmware - All All All

Hardware Philips Intellivue Mx400 - All All All

Operating System Philips Intellivue Mx400 Firmware - All All All

Hardware Philips Intellivue Mx450 - All All All

Operating System Philips Intellivue Mx450 Firmware - All All All

Hardware Philips Intellivue Mx500 - All All All

Operating System Philips Intellivue Mx500 Firmware - All All All

Hardware Philips Intellivue Mx550 - All All All

Operating System Philips Intellivue Mx550 Firmware - All All All

Hardware Philips Intellivue Mx700 - All All All

Operating System Philips Intellivue Mx700 Firmware - All All All

Hardware Philips Intellivue Mx800 - All All All

Operating System Philips Intellivue Mx800 Firmware - All All All

Hardware Philips Intellivue Np90 - All All All

Operating System Philips Intellivue Np90 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mp2 - All All All

Hardware Philips Intellivue Patient Monitors Mp2 - All All All

Operating System Philips Intellivue Patient Monitors Mp2 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mp2 Firmware - All All All
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Hardware Philips Intellivue Patient Monitors Mp30 - All All All

Hardware Philips Intellivue Patient Monitors Mp30 - All All All

Operating System Philips Intellivue Patient Monitors Mp30 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mp30 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mp50 - All All All

Hardware Philips Intellivue Patient Monitors Mp50 - All All All

Operating System Philips Intellivue Patient Monitors Mp50 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mp50 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mp70 - All All All

Hardware Philips Intellivue Patient Monitors Mp70 - All All All

Operating System Philips Intellivue Patient Monitors Mp70 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mp70 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx100 - All All All

Hardware Philips Intellivue Patient Monitors Mx100 - All All All

Operating System Philips Intellivue Patient Monitors Mx100 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx100 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx400 - All All All

Hardware Philips Intellivue Patient Monitors Mx400 - All All All

Operating System Philips Intellivue Patient Monitors Mx400 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx400 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx450 - All All All

Hardware Philips Intellivue Patient Monitors Mx450 - All All All

Operating System Philips Intellivue Patient Monitors Mx450 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx450 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx500 - All All All

Hardware Philips Intellivue Patient Monitors Mx500 - All All All

Operating System Philips Intellivue Patient Monitors Mx500 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx500 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx550 - All All All

Hardware Philips Intellivue Patient Monitors Mx550 - All All All

Operating System Philips Intellivue Patient Monitors Mx550 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx550 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx700 - All All All

Hardware Philips Intellivue Patient Monitors Mx700 - All All All

Operating System Philips Intellivue Patient Monitors Mx700 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx700 Firmware - All All All
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Operating System Philips Intellivue Patient Monitors Mx700 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Mx800 - All All All

Hardware Philips Intellivue Patient Monitors Mx800 - All All All

Operating System Philips Intellivue Patient Monitors Mx800 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Mx800 Firmware - All All All

Hardware Philips Intellivue Patient Monitors Np90 - All All All

Hardware Philips Intellivue Patient Monitors Np90 - All All All

Operating System Philips Intellivue Patient Monitors Np90 Firmware - All All All

Operating System Philips Intellivue Patient Monitors Np90 Firmware - All All All

Hardware Philips Intellivue Patient Monitors X2 - All All All

Hardware Philips Intellivue Patient Monitors X2 - All All All

Operating System Philips Intellivue Patient Monitors X2 Firmware - All All All

Operating System Philips Intellivue Patient Monitors X2 Firmware - All All All

Hardware Philips Intellivue Patient Monitors X3 - All All All

Hardware Philips Intellivue Patient Monitors X3 - All All All

Operating System Philips Intellivue Patient Monitors X3 Firmware - All All All

Operating System Philips Intellivue Patient Monitors X3 Firmware - All All All

Hardware Philips Intellivue X2 - All All All

Operating System Philips Intellivue X2 Firmware - All All All

Hardware Philips Intellivue X3 - All All All

Operating System Philips Intellivue X3 Firmware - All All All

References

Reference Source Link Tags

Philips' IntelliVue Patient and Avalon Fetal Monitors | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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