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Summary

CVE CVE-2018-1062

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-06 15:29:00 UTC

Updated 2020-02-18 19:07:00 UTC

Description A vulnerability was discovered in oVirt 4.1.x before 4.1.9, where the combination of Enable Discard and Wipe After Delete flags for VM disks managed by oVirt, could cause a disk to be incompletely zeroed when removed from a VM. If the same storage blocks happen to be later allocated to a new disk attached to another VM, potentially sensitive data could be revealed to privileged users of that VM.

Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Ovirt-engine All All All All

Application Redhat Ovirt-engine All All All All

References

Reference

oVirt Engine CVE-2018-1062 Information Disclosure Vulnerability

1549944 – (CVE-2018-1062) CVE-2018-1062 ovirt-engine: When Wipe After Delete (WAD) and Enable Discard are both enabled for a VM disk, discarded data might not be wiped after the disk is removed.

Red Hat Customer Portal

Gerrit Code Review

Gerrit Code Review

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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