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Summary

CVE CVE-2018-10631

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-13 19:29:00 UTC

Updated 2019-10-09 23:32:00 UTC

Description Medtronic N'Vision Clinician Programmer 8840 N'Vision Clinician Programmer, all versions, and 8870 N'Vision removable Application Card, all versions. The 8840 Clinician Programmer executes the application program from the 8870 Application Card. An attacker with physical access to an 8870 Application Card and sufficient technical capability can modify the contents of this card, including the binary executables. If modified to bypass protection mechanisms, this malicious code will be run when the card is inserted into an 8840 Clinician Programmer.

Risk And Classification

Problem Types: CWE-693

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Medtronic Nvision 8840 - All All All

Operating System Medtronic Nvision 8840 Firmware - All All All

Hardware Medtronic Nvision 8870 - All All All

Operating System Medtronic Nvision 8870 Firmware - All All All

Hardware Medtronic Nvision 8840 - All All All

Hardware Medtronic Nvision 8840 - All All All

Operating System Medtronic Nvision 8840 Firmware - All All All

Operating System Medtronic Nvision 8840 Firmware - All All All

Hardware Medtronic Nvision 8870 - All All All

Hardware Medtronic Nvision 8870 - All All All

Operating System Medtronic Nvision 8870 Firmware - All All All

Operating System Medtronic Nvision 8870 Firmware - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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