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Summary

CVE CVE-2018-10641

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-04 03:29:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description D-Link DIR-601 A1 1.02NA devices do not require the old password for a password change, which occurs in cleartext.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dir-600l a1 All All All

Hardware D-link Dir-600l a1 All All All

Operating System D-link Dir-601 Firmware 1.02na All All All

Operating System D-link Dir-601 Firmware 1.02na All All All

Hardware Dlink Dir-600l a1 All All All

Operating System Dlink Dir-601 Firmware 1.02na All All All

References

Reference

CVE-2018-10641 | Advanced Persistent Security

Insecure Authentication Practices in D-LINK DIR-601 Router, Hardware version A1, Firmware Version 1.02NA (CVE-2018-10641).md · GitHub

Peerlyst

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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