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CVE CVE-2018-1066
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-02 08:29:00 UTC
Updated 2019-04-23 13:37:00 UTC
Description The Linux kernel before version 4.11 is vulnerable to a NULL pointer dereference in fs/cifs/cifsencrypt.c:setup_ntimv2_rsp()
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Linux Linux Kernel All All All All
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USN-3880-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu security notices

[stable] cifs: empty Targetinfo leads to crash on recovery - Patchwork

Debian -- Security Information -- DSA-4187-1 linux

CIFS: Enable encryption during session setup phase - torvalds/linux@cabfb36 - GitHub

1539599 — (CVE-2018-1066) CVE-2018-1066 kernel: Null pointer dereference in fs/cifs/cifsencrypt.c:setup_ntimv2_rsp() when empty Targetin
Linux Kernel 'fs/cifs/cifsencrypt.c' Denial of Service Vulnerability
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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