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CVE CVE-2018-10661

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-26 18:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in multiple models of Axis IP Cameras. There is a bypass of access control.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Axis A1001 - All All All
Hardware Axis A1001 - All All All
Operating System Axis A1001 Firmware All All All All
Operating System Axis A1001 Firmware All All All All
Hardware Axis A8004-v - All All All
Hardware Axis A8004-v - All All All
Operating System Axis A8004-v Firmware All All All All
Operating System Axis A8004-v Firmware All All All All
Hardware Axis A8105-e - All All All
Hardware Axis A8105-e - All All All
Operating System Axis A8105-e Firmware All All All All
Operating System Axis A8105-e Firmware All All All All
Hardware Axis A9161 - All All All
Hardware Axis A9161 - All All All
Operating System Axis A9161 Firmware All All All All
Operating System Axis A9161 Firmware All All All All
Hardware Axis A9188 - All All All
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Operating System Axis Xf40-q1765 Firmware All All All All
Operating System Axis Xf40-q1765 Firmware All All All All
Hardware Axis Xf40-q2901 - All All All
Hardware Axis Xf40-q2901 - All All All
Operating System Axis Xf40-92901 Firmware All All All All
Operating System Axis Xf40-q2901 Firmware All All Al Al
Hardware Axis Xf60-g2901 - All All All
Hardware Axis Xf60-q2901 - All All All
Operating System Axis Xf60-92901 Firmware All All All All
Operating System Axis Xf60-g2901 Firmware All All All All
Hardware Axis Xp40-q1765 - All All All
Hardware Axis Xp40-q1765 - All All All
Operating System Axis Xp40-q1765 Firmware All All All All
Operating System Axis Xp40-q1765 Firmware All All All All
Hardware Axis Xp40-q1942 - All All All
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Operating System Axis Xp40-q1942 Firmware All All All All
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Hardware Axis Xp60-q1765 - All All All
Hardware Axis Xp60-q1765 - All All All
Operating System Axis Xp60-q1765 Firmware All All All All
Operating System Axis Xp60-q1765 Firmware All All All All
Reference Source Link 1
www.axis.com/files/fag/Advisory_ACV-128401.pdf CONFIRM www.axis.com \
www.axis.com/files/sales/ACV-128401_Affected_Product_List.pdf CONFIRM www.axis.com \

Axis Network Camera - .srv to parhand Remote Code Execution (Metasploit) - Linux remote Exploit EXPLOIT-DB  www.exploit-db.com E

VDOO Discovers Significant Vulnerabilities in Axis Cameras — VDOO MISC blog.vdoo.com E
CVE Program record CVE.ORG Www.cve.org c
NVD vulnerability detail NVD nvd.nist.gov c

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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