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CVE CVE-2018-1073
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-19 12:29:00 UTC
Updated 2020-12-08 01:03:00 UTC
Description The web console login form in ovirt-engine before version 4.2.3 returned different errors for non-existent users and invalid ¢
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ovirt Ovirt-engine All All All All
Application Ovirt Ovirt-engine All All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Application Redhat Virtualization 4.0 All All All
Application Redhat Virtualization 4.0 All All All
Application Redhat Virtualization Host 4.0 All All All
Application Redhat Virtualization Host 4.0 All All All
Reference Source Link

1553525 — (CVE-2018-1073) CVE-2018-1073 ovirt-engine: account enumeration through login to web console  CONFIRM  bugzilla.redhat.

oVirt CVE-2018-1073 User Enumeration Vulnerability BID www.securityfo
Red Hat Customer Portal REDHAT  access.redhat.c
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2018-1073/mitre
https://cve.report/CVE-2018-1073/nist
https://cve.report/CVE-2018-1073/cve_org
https://cve.report/CVE-2018-1073.pdf
http://cve.report/vendor/ovirt
http://cve.report/software/ovirt/ovirt-engine
http://cve.report/vendor/ovirt
http://cve.report/software/ovirt/ovirt-engine
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/virtualization
http://cve.report/vendor/redhat
http://cve.report/software/redhat/virtualization
http://cve.report/vendor/redhat
http://cve.report/software/redhat/virtualization_host
http://cve.report/vendor/redhat
http://cve.report/software/redhat/virtualization_host
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-1073
http://www.securityfocus.com/bid/104189
https://access.redhat.com/errata/RHSA-2018:1525
https://www.cve.org/CVERecord?id=CVE-2018-1073
https://nvd.nist.gov/vuln/detail/CVE-2018-1073

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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