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Summary

CVE CVE-2018-10767

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-06 23:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description There is a stack-based buffer over-read in calling GLib in the function gxps_images_guess_content_type of gxps-images.c in libgxps through 0.3.0 because it does not reject negative return values from a g_input_stream_read call. A crafted input will lead to a remote denial of service attack.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Libgxps All All All All

Application Redhat Ansible Tower 3.3 All All All

Application Redhat Ansible Tower 3.3 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

1575188 – Stack Buffer Overflow in calling glib in gxps_images_guess_content_type of gcontenttype.c MISC bugzilla.redhat.com Exploit, Issue Tracking, Third Party Advisory
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https://cve.report/
https://cve.report/CVE-2018-10767/mitre
https://cve.report/CVE-2018-10767/nist
https://cve.report/CVE-2018-10767/cve_org
https://cve.report/api/cve/CVE-2018-10767.json
https://cve.report/CVE-2018-10767.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/libgxps
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible_tower
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible_tower
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://access.redhat.com/errata/RHSA-2018:3140
https://access.redhat.com/errata/RHSA-2018:3505
https://access.redhat.com/errata/RHBA-2019:0327
https://bugzilla.redhat.com/show_bug.cgi?id=1575188
https://www.cve.org/CVERecord?id=CVE-2018-10767


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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