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TIFFWriteScanline in tif_write.c in LibTIFF 3.8.2 has a heap-based buffer over-read, as demonstrated by bmp2itiff.
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LibTIFF CVE-2018-10779 Heap Based Buffer Overflow Vulnerability

Bug 2788 — Heap Buffer Overflow in TIFFWriteScanline of tif_write.c (CVE-2018-10779)
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377468 Alibaba Cloud Linux Security Update for libtiff (ALINUX2-SA-2019:0073)

500702 Alpine Linux Security Update for tiff

504471 Alpine Linux Security Update for tiff
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