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Summary

CVE CVE-2018-1080

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-03 01:29:00 UTC

Updated 2019-10-09 23:38:00 UTC

Description Dogtag PKI, through version 10.6.1, has a vulnerability in AAclAuthz.java that, under certain configurations, causes the application of ACL allow and deny rules to be reversed. If a server is configured to process allow rules before deny rules (authz.evaluateOrder=allow,deny), then allow rules will deny access and deny rules will grant access. This may result in an escalation of privileges or have other unintended consequences.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dogtagpki Dogtagpki All All All All

References

Reference

Red Hat Customer Portal

Issue #7453: Mishandled ACL configuration in AAclAuthz.java reverses rules that allow and deny access - freeipa - Pagure.io

review.gerrithub.io/c/dogtagpki/pki/+/404435

1556657 – (CVE-2018-1080) CVE-2018-1080 pki-core: Mishandled ACL configuration in AAclAuthz.java reverses rules that allow and deny access

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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