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Summary

CVE CVE-2018-1081

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-04 21:29:00 UTC

Updated 2020-08-28 15:06:00 UTC

Description A flaw was found in Moodle 3.4 to 3.4.1, 3.3 to 3.3.4, 3.2 to 3.2.7, 3.1 to 3.1.10 and earlier unsupported versions. Unauthenticated users can trigger custom messages to admin via paypal enrol script. Paypal IPN callback script should only send error emails to admin after request origin was verified, otherwise admin email can be spammed.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

References

Reference Source Link

Moodle CVE-2018-1081 Security Bypass Vulnerability BID www.securityfocus.com

Official Moodle git projects - moodle.git/search CONFIRM git.moodle.org

Moodle.org: MSA-18-0005: Unauthenticated users can trigger custom messages to admin via paypal enrol script CONFIRM moodle.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2018-1081/mitre
https://cve.report/CVE-2018-1081/nist
https://cve.report/CVE-2018-1081/cve_org
https://cve.report/api/cve/CVE-2018-1081.json
https://cve.report/CVE-2018-1081.pdf
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://www.securityfocus.com/bid/103728
https://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-61392
https://moodle.org/mod/forum/discuss.php?d=367938
https://www.cve.org/CVERecord?id=CVE-2018-1081
https://nvd.nist.gov/vuln/detail/CVE-2018-1081
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