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Summary

CVE CVE-2018-10868

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-26 19:15:00 UTC

Updated 2023-02-10 17:59:00 UTC

Description redhat-certification 7 does not properly restrict the number of recursive definitions of entities in XML documents, allowing an unauthenticated user to run a "Billion Laugh Attack" by replying to XMLRPC methods when getting the status of an host.

Risk And Classification

Problem Types: CWE-400 | CWE-776

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Certification 7.0 All All All

References

Reference Source Link

CVE-2018-10868 - Red Hat Customer Portal MISC access.redhat.com

1593776 – (CVE-2018-10868) CVE-2018-10868 redhat-certification: billion laugh attack when getting the status of a host MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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