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CVE CVE-2018-1087
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-15 16:29:00 UTC
Updated 2019-10-09 23:38:00 UTC
Description kernel KVM before versions kernel 4.16, kernel 4.16-rc7, kernel 4.17-rc1, kernel 4.17-rc2 and kernel 4.17-rc3 is vulnerable

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Linux Linux Kernel 4.16 All All All
Operating System Linux Linux Kernel 4.16 rc7 All All
Operating System Linux Linux Kernel 417 rci All All
Operating System Linux Linux Kernel 417 rc2 All All
Operating System Linux Linux Kernel 417 rc3 All All
Operating System Linux Linux Kernel 4.16 All All All
Operating System Linux Linux Kernel 4.16 rc7 All All
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Bug 1566837 — CVE-2018-1087 Kernel: KVM: error in exception handling leads to wrong debug stack value
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Red Hat Gustomer Fortal

POP SS debug exception - CVE-2018-8897 [Moderate] & CVE-2018-1087 [Important] - Red Hat Customer Portal
oss-security - CVE-2018-1087: KVM incorrectly handles #DB exceptions while deferred by MOV SS/POP SS
Debian -- Security Information -- DSA-4196-1 linux

Linux Kernel CVE-2018-1087 Local Privilege Escalation Vulnerability

Red Hat Customer Portal

USN-3641-2: Linux kernel vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Linux Kernel KVM Hypervisor Debug Exception Handling Flaw Lets Local Guest Users Deny Service or Gain Elevated Privileges on the Guest
USN-3641-1: Linux kernel vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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