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Summary

CVE CVE-2018-10872

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-10 19:29:00 UTC

Updated 2023-02-12 23:31:00 UTC

Description A flaw was found in the way the Linux kernel handled exceptions delivered after a stack switch operation via Mov SS or Pop SS instructions. During the stack switch operation, processor does not deliver interrupts and exceptions, they are delivered once the first instruction after the stack switch is executed. An unprivileged system user could use this flaw to crash the system kernel resulting in DoS. This CVE-2018-10872 was assigned due to regression of CVE-2018-8897 in Red Hat Enterprise Linux 6.10 GA kernel. No other versions are affected by this CVE.

Risk And Classification

Problem Types: CWE-250

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

References

Reference Source Link

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

Red Hat Customer Portal REDHAT access.redhat.com

1596094 – (CVE-2018-10872) CVE-2018-10872 kernel: error in exception handling leads to DoS (CVE-2018-8897 regression) MISC bugzilla.redhat.com

CVE-2018-10872 - Red Hat Customer Portal MISC access.redhat.com

DCIM Support CONFIRM help.ecostruxureit.com

1596094 – (CVE-2018-10872) CVE-2018-10872 kernel: error in exception handling leads to DoS (CVE-2018-8897 regression) CONFIRM bugzilla.redhat.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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