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A directory traversal issue was found in reposync, a part of yum-utils, where reposync fails to sanitize paths in remote repos
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
Redhat Virtualization 4.0 All All All
Redhat Virtualization 4.0 All All All
Rpm Yum-utils All All All All
Rpm-software-management Project Yum-utils All All All All
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reposync: prevent path traversal. BZ 1552328 - rpm-software-management/yum-utils@6a8de06 - GitHub

reposync: refactor: sanitize remote_path usage - rpm-software-management/yum-utils@7554c01 - GitHub
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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