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CVE CVE-2018-1090
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-18 14:29:00 UTC
Updated 2019-10-09 23:38:00 UTC
Description In Pulp before version 2.16.2, secrets are passed into override_config when triggering a task and then become readable to

/ |
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora - All All All
Operating System Fedoraproject Fedora - All All All
Application Pulpproject Pulp All All All All
Application Pulpproject Pulp All All All All
Application Redhat Satellite 6.4 All All All
Application Redhat Satellite 6.4 All All All
References |
Reference Source Link Tags

1560035 — (CVE-2018-1090) CVE-2018-1090 pulp: sensitive credentials revealed through the APl  CONFIRM  bugzilla.redhat.com Issue

Red Hat Customer Portal REDHAT  access.redhat.com  Third
Issue #3521: last_override_config exposes sensitive info - Pulp CONFIRM  pulp.plan.io Vend
CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov canor
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Wﬂ

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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