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assaomvnneLrrnumsucian Gertain versions of Ubuntu Linux from Canonical contain the foIIowing
vulnerability:

A flaw was found in python-cryptography versions between >=1.9.0
and <2.3. The finalize_with_tag API did not enforce a minimum tag
length. If a user did not validate the input length prior to passing it to
finalize_with_tag an attacker could craft an invalid payload with a
shortened tag (e.g. 1 byte) such that they would have a 1 in 256
chance of passing the MAC check. GCM tag forgeries can cause key leakage.

CVE-2018-10903 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: 4 [UNKNOWN] - python-cryptography version 2.3

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[INONE | [[NONE |
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Request #4342 -
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

752812 SUSE Enterprise Linux Security Update for python-cryptography, python-cryptography-vectors (SUSE-SU-2022:4044-1)

981113 Python (pip) Security Update for cryptography (GHSA-fcf9-3qw3-gxmj)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 18.04 All All All

System

Operating Canonical Ubuntu Linux 18.04 All All All
System

Application Cryptography Python-cryptography All All All All
Application Cryptography Python-cryptography All All All All
Application Redhat Openstack 13 All All All
Application Redhat Openstack 13.0 All All All
Application Redhat Openstack 13.0 All All All

cpe:2.3:0:canonical:ubuntu_linux:18.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:18.04:*:*:*:lts:*:*:*:
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https://github.com/pyca/cryptography/pull/4342/commits/688e0f673bfbf43fa898994326c6877f00ab19ef
mailto:%20comment@cve.report
http://cve.report/qid/752812
http://cve.report/qid/981113
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
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http://cve.report/software/cryptography/python-cryptography
http://cve.report/vendor/cryptography
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
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cpe:2.3:a:cryptography:python-cryptography:*:*:*:*:*:*:*:*:

cpe:2.3:a:cryptography:python-cryptography:*:*:*:*:*:*:*:*:

cpe:2.3:airedhat:openstack:13:*:*:*:*:**:*:

cpe:2.3:a:redhat:openstack:13.0:*:

cpe:2.3:a:redhat:openstack:13.0:*:

No vendor comments have been submitted for this CVE
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