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Summary

CVE CVE-2018-10916

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-01 14:29:00 UTC

Updated 2019-04-02 18:29:00 UTC

Description It has been discovered that lftp up to and including version 4.8.3 does not properly sanitize remote file names, leading to a loss of integrity on the local system when reverse mirroring is used. A remote attacker may trick a user to use reverse mirroring on an attacker controlled FTP server, resulting in the removal of all files in the current working directory of the victim's system.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Application Lftp Project Lftp All All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 42.3 All All All

References

Reference Source

mirror: prepend ./ to rm and chmod arguments to avoid URL recognition… · lavv17/lftp@a27e07d · GitHub CONFIRM

[security-announce] openSUSE-SU-2019:1059-1: moderate: Security update f SUSE

USN-3731-2: LFTP vulnerability | Ubuntu security notices UBUNTU

Exploit in reverse mirror job deletes cwd on source · Issue #452 · lavv17/lftp · GitHub CONFIRM

[security-announce] openSUSE-SU-2019:1110-1: moderate: Security update f SUSE

1610349 – (CVE-2018-10916) CVE-2018-10916 lftp: particular remote file names may lead to current working directory erased CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

296091 Oracle Solaris 11.4 Support Repository Update (SRU) 6.1.4 Missing (CPUJAN2019)

377308 Alibaba Cloud Linux Security Update for lftp (ALINUX2-SA-2020:0082)

500282 Alpine Linux Security Update for lftp

504047 Alpine Linux Security Update for lftp
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