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Summary

CVE CVE-2018-10917

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-15 17:29:00 UTC

Updated 2023-02-12 22:15:00 UTC

Description pulp 2.16.x and possibly older is vulnerable to an improper path parsing. A malicious user or a malicious iso feed repository can write to locations accessible to the 'apache' user. This may lead to overwrite of published content on other iso repositories.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pulpproject Pulp 2.16.1 All All All

Application Pulpproject Pulp 2.16.2 All All All

Application Pulpproject Pulp 2.16.4 All All All

Application Pulpproject Pulp 2.16.1 All All All

Application Pulpproject Pulp 2.16.2 All All All

Application Pulpproject Pulp 2.16.4 All All All

Application Pulpproject Pulp All All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com

CVE-2018-10917 - Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

1598928 – (CVE-2018-10917) CVE-2018-10917 pulp: Improper path parsing leads to overwriting of iso repositories CONFIRM bugzilla.redhat.com

1598928 – (CVE-2018-10917) CVE-2018-10917 pulp: Improper path parsing leads to overwriting of iso repositories MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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