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CVE CVE-2018-10925
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-09 21:29:00 UTC
Updated 2023-02-24 18:38:00 UTC
Description It was discovered that PostgreSQL versions before 10.5, 9.6.10, 9.5.14, 9.4.19, and 9.3.24 failed to properly check authoriz
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Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Postgresql Postgresql All All All All
Application Postgresql Postgresql All All All All
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PostgreSQL CVE-2018-10925 Information Disclosure Vulnerability

[security-announce] openSUSE-SU-2020:1227-1: moderate: Security update f

PostgreSQL Bugs Let Remote Authenticated Users Access Systems and Obtain Potentially Sensitive Information from System Memory - Sect
Debian -- Security Information -- DSA-4269-1 postgresql-9.6
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500533 Alpine Linux Security Update for postgresql

502001 Alpine Linux Security Update for postgresql14
502767 Alpine Linux Security Update for postgresql15
504300 Alpine Linux Security Update for postgresql14

710227 Gentoo Linux PostgreSQL Multiple Vulnerabilities (GLSA 201810-08)
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