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CVE CVE-2018-1093
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-04-02 03:29:00 UTC
Updated 2018-08-29 10:29:00 UTC
Description The ext4_valid_block_bitmap function in fs/ext4/balloc.c in the Linux kernel through 4.15.15 allows attackers to cause a der
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Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Operating System Linux Linux Kernel All All All

Language

All

References

Reference

Debian -- Security Information -- DSA-4188-1 linux

USN-3676-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices

USN-3752-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

199181 — Out-of-bound access in ext4_valid_block_bitmap when mounting and operating on a crafted ext4 image
USN-3752-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices | Ubuntu
USN-3676-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] [DLA 1422-1] linux security update

[SECURITY] [DLA 1422-2] linux security update

oss-security - a number of CVEs for issues in the filesystem's code in the Linux kernel
[SECURITY] [DLA 1392-1] linux security update

USN-3752-3: Linux kernel (Azure, GCP, OEM) vulnerabilities | Ubuntu security notices | Ubuntu
USN-3754-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

kernel/git/tytso/ext4.git - Ext4 filesystem tree
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https://lists.debian.org/debian-lts-announce/2018/07/msg00015.html
https://lists.debian.org/debian-lts-announce/2018/07/msg00016.html
http://openwall.com/lists/oss-security/2018/03/29/1
https://lists.debian.org/debian-lts-announce/2018/06/msg00000.html
https://usn.ubuntu.com/3752-3/
https://usn.ubuntu.com/3754-1/
https://git.kernel.org/pub/scm/linux/kernel/git/tytso/ext4.git/commit/?id=7dac4a1726a9c64a517d595c40e95e2d0d135f6f

1560782 — (CVE-2018-1093) CVE-2018-1093 kernel: Out of bounds read in ext4/balloc.c:ext4_valid_block_bitmap() causes crash with craftec
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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