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Summary

CVE CVE-2018-10931

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-09 20:29:00 UTC

Updated 2023-02-12 23:31:00 UTC

Description It was found that cobbler 2.6.x exposed all functions from its CobblerXMLRPCInterface class over XMLRPC. A remote, unauthenticated attacker could use this flaw to gain high privileges within cobbler, upload files to arbitrary location in the context of the daemon.

Risk And Classification

Problem Types: CWE-749

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cobbler Project Cobbler All All All All

Application Redhat Satellite 5.6 All All All

Application Redhat Satellite 5.7 All All All

Application Redhat Satellite 5.8 All All All

Application Redhat Satellite 5.6 All All All

Application Redhat Satellite 5.7 All All All

Application Redhat Satellite 5.8 All All All

References

Reference Source Link

1613861 – (CVE-2018-10931) CVE-2018-10931 cobbler: CobblerXMLRPCInterface exports all its methods over XMLRPC MISC bugzilla.redhat.com

CVE-2018-10931 - Red Hat Customer Portal MISC access.redhat.com

[SECURITY] Fedora 30 Update: cobbler-2.8.5-0.1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

1613861 – (CVE-2018-10931) CVE-2018-10931 cobbler: CobblerXMLRPCInterface exports all its methods over XMLRPC CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 29 Update: cobbler-2.8.5-0.1.fc29 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

[SECURITY] Fedora 29 Update: cobbler-2.8.5-0.1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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[SECURITY] Fedora 30 Update: cobbler-2.8.5-0.1.fc30 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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