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CVE CVE-2018-10936
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-30 13:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description A weakness was found in postgresql-jdbc before version 42.2.5. It was possible to provide an SSL Factory and not check tt
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Risk And Classification

Problem Types: CWE-297

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Postgresql Postgresql Jdbc Driver All All All All
Application Postgresql Postgresql Jdbc Driver All All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All

References |
Reference Sour
1622225 — (CVE-2018-10936) CVE-2018-10936 PostgreSQL: Postgres JDBC driver does not perform host name validation by default CON
PostgreSQL JDBC CVE-2018-10936 Man in the Middle Security Bypass Vulnerability BID
Pony Mail! MLIS
Pony Mail!
PostgreSQL: PostgreSQL JDBC 42.2.5 Released (Security Fix CVE-2018-10936) CON
CVE Program record CVE.
NVD vulnerability detail NVD
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http://www.securityfocus.com/bid/105220
https://lists.apache.org/thread.html/9317fd092b257a0815434b116a8af8daea6e920b6673f4fd5583d5fe@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/9317fd092b257a0815434b116a8af8daea6e920b6673f4fd5583d5fe%2540%253Ccommits.druid.apache.org%253E
https://www.postgresql.org/about/news/1883/
https://www.cve.org/CVERecord?id=CVE-2018-10936
https://nvd.nist.gov/vuln/detail/CVE-2018-10936

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983078 Java (maven) Security Update for org.postgresql:pgjdbc-aggregate (GHSA-568g-9fw5-28wf)
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