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CVE CVE-2018-10937
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-11 16:29:00 UTC
Updated 2019-10-09 23:33:00 UTC
Description A cross site scripting flaw exists in the tetonic-console component of Openshift Container Platform 3.11. An attacker with th

/ |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Openshift Container Platform 3.11 All All All
Application Redhat Openshift Container Platform 3.11 All All All
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References

Reference Source
1622372 — (CVE-2018-10937) CVE-2018-10937 tectonic-console: XSS Vulnerability in K8s API proxy CONFIRM

Bug 1622372 - Require CSRF token on all proxied requests by spadgett - Pull Request #461 - openshift/console - GitHub ~ CONFIRM

Malformed Request BID
Merge pull request #461 from spadgett/proxy - openshift/console@d566668 - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2018-10937/mitre
https://cve.report/CVE-2018-10937/nist
https://cve.report/CVE-2018-10937/cve_org
https://cve.report/api/cve/CVE-2018-10937.json
https://cve.report/CVE-2018-10937.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-10937
https://github.com/openshift/console/pull/461
http://www.securityfocus.com/bid/105190
https://github.com/openshift/console/commit/d56666852da6e7309a2e63a49f49a72ff66d309c
https://www.cve.org/CVERecord?id=CVE-2018-10937
https://nvd.nist.gov/vuln/detail/CVE-2018-10937
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