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Summary

CVE CVE-2018-1097

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-04 21:29:00 UTC

Updated 2023-02-13 04:53:00 UTC

Description A flaw was found in foreman before 1.16.1. The issue allows users with limited permissions for powering oVirt/RHV hosts on and off to discover the username and password used to connect to the compute resource.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Satellite 6.4 All All All

Application Redhat Satellite 6.4 All All All

Application Theforeman Foreman All All All All

Application Theforeman Foreman All All All All

References

Reference Source Link

Fixes #22546 - Return power action status for ovirt by orrabin · Pull Request #5369 · theforeman/foreman · GitHub CONFIRM github.com

Red Hat Customer Portal REDHAT access.redhat.com

1561723 – (CVE-2018-1097) CVE-2018-1097 foreman: Ovirt admin password exposed by foreman API CONFIRM bugzilla.redhat.com

Bug #22546: CVE-2018-1097: curl api to change power state on ovirt compute_resource exposes credentials - Foreman CONFIRM projects.theforeman.org

CVE-2018-1097 - Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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