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Summary

CVE CVE-2018-1098

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-03 16:29:00 UTC

Updated 2023-02-13 04:53:00 UTC

Description A cross-site request forgery flaw was found in etcd 3.3.1 and earlier. An attacker can set up a website that tries to send a POST request to the etcd server and modify a key. Adding a key is done with PUT so it is theoretically safe (can't PUT from an HTML form or such) but POST allows creating in-order keys that an attacker can send.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Redhat Etcd All All All All

References

Reference Source Link

[SECURITY] Fedora 30 Update: etcd-3.3.12-1.20190314gite1ca3b4.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 29 Update: etcd-3.3.12-4.20190413gitf29b1ad.fc29 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

1552714 – (CVE-2018-1098) CVE-2018-1098 etcd: Cross-site request forgery via crafted local POST forms CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 29 Update: etcd-3.3.12-4.20190413gitf29b1ad.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: etcd-3.3.12-1.20190314gite1ca3b4.fc30 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

Mitigate CSRF and DNS Rebinding attacks · Issue #9353 · etcd-io/etcd · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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