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SchedMD Slurm before 17.02.11 and 17.1x.x before 17.11.7 mishandles user names (aka user_name fields) and group ids
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Schedmd Slurm 17.11.0.0 pret All All
Schedmd Slurm 17.11.0.0 pre2 All All
Schedmd Slurm 17.11.0.0 rci All All
Schedmd Slurm 17.11.0.0 rc2 All All
Schedmd Slurm 17.11.0.0 rc3 All All
Schedmd Slurm 17.11.0.1 All All All
Schedmd Slurm 17.11.1.1 All All All
Schedmd Slurm 17.11.1.2 All All All
Schedmd Slurm 17.11.2.1 All All All
Schedmd Slurm 17.11.3.1 All All All
Schedmd Slurm 17.11.3.2 All All All
Schedmd Slurm 17.11.41 All All All
Schedmd Slurm 17.11.5.1 All All All
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Application Schedmd Slurm 17.11.6.1 All All All

Application Schedmd Slurm 17.11.0.0 pret All All

Application Schedmd Slurm 17.11.0.0 pre2 All All

Application Schedmd Slurm 17.11.0.0 rcl All All

Application Schedmd Slurm 17.11.0.0 rc2 All All

Application Schedmd Slurm 17.11.0.0 rc3 All All

Application Schedmd Slurm 17.11.0.1 All All All

Application Schedmd Slurm 17.11.1.1 All All All

Application Schedmd Slurm 17.11.1.2 All All All

Application Schedmd Slurm 17.11.2.1 All All All

Application Schedmd Slurm 17.11.3.1 All All All

Application Schedmd Slurm 17.11.3.2 All All All

Application Schedmd Slurm 17.11.41 All All All

Application Schedmd Slurm 17.11.5.1 All All All

Application Schedmd Slurm 17.11.6.1 All All All

Application Schedmd Slurm All All All All

Reference Source Link Tags

[SECURITY] [DLA 1437-1] slurm-linl security update MLIST lists.debian.org Mailing Lis

News | SchedMD MISC www.schedmd.com Vendor Ad

Debian -- Security Information -- DSA-4254-1 slurm-linl DEBIAN www.debian.org Third Party

[SECURITY] [DLA 1437-2] slurm-linl regression update MLIST lists.debian.org Mailing Lis

[slurm-announce] Slurm versions 17.02.11 and 17.11.7 are now available (CVE-2018-10995) MISC lists.schedmd.com  Vendor Ad

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174796 SUSE Enterprise Linux Security update for slurm_20_11 and pdsh (SUSE-SU-2021:0773-1)

199476 Ubuntu Security Notification for Slurm Vulnerabilities (USN-4781-2)
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