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Summary

CVE CVE-2018-11040

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-25 15:29:00 UTC

Updated 2022-06-23 16:31:00 UTC

Description Spring Framework, versions 5.0.x prior to 5.0.7 and 4.3.x prior to 4.3.18 and older unsupported versions, allows web applications to enable cross-domain requests via JSONP (JSON with Padding) through AbstractJsonpResponseBodyAdvice for REST controllers and MappingJackson2JsonView for browser requests. Both are not enabled by default in Spring Framework nor Spring Boot, however, when MappingJackson2JsonView is configured in an application, JSONP support is automatically ready to use through the "jsonp" and "callback" JSONP parameters, enabling cross-domain requests.

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Application Oracle Agile Product Lifecycle Management 9.3.3 All All All

Application Oracle Agile Product Lifecycle Management 9.3.4 All All All

Application Oracle Agile Product Lifecycle Management 9.3.5 All All All

Application Oracle Agile Product Lifecycle Management 9.3.3 All All All

Application Oracle Agile Product Lifecycle Management 9.3.4 All All All

Application Oracle Agile Product Lifecycle Management 9.3.5 All All All

Application Oracle Application Testing Suite 12.5.0.3 All All All

Application Oracle Application Testing Suite 13.1.0.1 All All All

Application Oracle Application Testing Suite 13.2.0.1 All All All

Application Oracle Application Testing Suite 13.3.0.1 All All All

Application Oracle Application Testing Suite 12.5.0.3 All All All

Application Oracle Application Testing Suite 13.1.0.1 All All All

Application Oracle Application Testing Suite 13.2.0.1 All All All

Application Oracle Application Testing Suite 13.3.0.1 All All All

Application Oracle Communications Network Integrity All All All All

Application Oracle Communications Online Mediation Controller 6.1 All All All
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Application Oracle Communications Online Mediation Controller 6.1 All All All

Application Oracle Communications Services Gatekeeper All All All All

Application Oracle Communications Services Gatekeeper All All All All

Application Oracle Communications Unified Inventory Management 7.3.2 All All All

Application Oracle Communications Unified Inventory Management 7.3.4 All All All

Application Oracle Communications Unified Inventory Management 7.3.5 All All All

Application Oracle Communications Unified Inventory Management 7.4.0 All All All

Application Oracle Communications Unified Inventory Management 7.3.2 All All All

Application Oracle Communications Unified Inventory Management 7.3.4 All All All

Application Oracle Communications Unified Inventory Management 7.3.5 All All All

Application Oracle Communications Unified Inventory Management 7.4.0 All All All

Application Oracle Endeca Information Discovery Integrator 3.1.0 All All All

Application Oracle Endeca Information Discovery Integrator 3.2.0 All All All

Application Oracle Endeca Information Discovery Integrator 3.1.0 All All All

Application Oracle Endeca Information Discovery Integrator 3.2.0 All All All

Application Oracle Enterprise Manager 13.2 All All All

Application Oracle Enterprise Manager 13.2 All All All

Application Oracle Enterprise Manager Ops Center 12.3.3 All All All

Application Oracle Enterprise Manager Ops Center 12.3.3 All All All

Application Oracle Flexcube Private Banking 12.0.1.0 All All All

Application Oracle Flexcube Private Banking 12.0.3.0 All All All

Application Oracle Flexcube Private Banking 12.1.0.0 All All All

Application Oracle Flexcube Private Banking 2.0.0.0 All All All

Application Oracle Flexcube Private Banking 2.2.0.1 All All All

Application Oracle Flexcube Private Banking 12.0.1.0 All All All

Application Oracle Flexcube Private Banking 12.0.3.0 All All All

Application Oracle Flexcube Private Banking 12.1.0.0 All All All

Application Oracle Flexcube Private Banking 2.0.0.0 All All All

Application Oracle Flexcube Private Banking 2.2.0.1 All All All

Application Oracle Healthcare Master Person Index 3.0 All All All

Application Oracle Healthcare Master Person Index 4.0 All All All

Application Oracle Healthcare Master Person Index 3.0 All All All

Application Oracle Healthcare Master Person Index 4.0 All All All

Application Oracle Hospitality Guest Access 4.2.0 All All All

Application Oracle Hospitality Guest Access 4.2.1 All All All

Application Oracle Hospitality Guest Access 4.2.0 All All All
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Application Oracle Hospitality Guest Access 4.2.1 All All All

Application Oracle Insurance Calculation Engine All All All All

Application Oracle Insurance Rules Palette 10.0 All All All

Application Oracle Insurance Rules Palette 10.2 All All All

Application Oracle Insurance Rules Palette 10.0 All All All

Application Oracle Insurance Rules Palette 10.2 All All All

Application Oracle Micros Lucas 2.9.5 All All All

Application Oracle Micros Lucas 2.9.5 All All All

Application Oracle Mysql Enterprise Monitor All All All All

Application Oracle Mysql Enterprise Monitor All All All All

Application Oracle Mysql Enterprise Monitor All All All All

Application Oracle Product Lifecycle Management 9.3.6 All All All

Application Oracle Product Lifecycle Management 9.3.6 All All All

Application Oracle Retail Advanced Inventory Planning 15.0 All All All

Application Oracle Retail Clearance Optimization Engine 14.0.5 All All All

Application Oracle Retail Customer Insights 15.0 All All All

Application Oracle Retail Customer Insights 16.0 All All All

Application Oracle Retail Customer Insights 15.0 All All All

Application Oracle Retail Customer Insights 16.0 All All All

Application Oracle Retail Markdown Optimization 13.4.4 All All All

Application Oracle Retail Predictive Application Server 14.0.3.26 All All All

Application Oracle Retail Predictive Application Server 14.1.3.37 All All All

Application Oracle Retail Predictive Application Server 15.0.3.100 All All All

Application Oracle Retail Predictive Application Server 16.0 All All All

Application Oracle Retail Service Backbone 16.0.1 All All All

Application Oracle Retail Xstore Point Of Service 7.1 All All All

Application Oracle Utilities Network Management System 1.12.0.3 All All All

Application Oracle Utilities Network Management System 1.12.0.3 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Pivotal Software Spring Framework All All All All

Application Pivotal Software Spring Framework All All All All

Application Vmware Spring Framework All All All All
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Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

CVE-2018-11040: JSONP enabled by default in MappingJackson2JsonView | Security | Pivotal CONFIRM pivotal.io Mitigation, Vendor Advisory

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

[SECURITY] [DLA 2635-1] libspring-java security update MLIST lists.debian.org

Oracle Critical Patch Update - January 2019 CONFIRM www.oracle.com Patch, Third Party Advisory

Oracle Critical Patch Update - July 2019 MISC www.oracle.com

CPU Oct 2018 CONFIRM www.oracle.com Patch, Third Party Advisory

Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com

Oracle Critical Patch Update Advisory - April 2019 MISC www.oracle.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

178647 Debian Security Update for libspring-java (DLA 2635-1)

980286 Java (maven) Security Update for org.springframework:spring-core (GHSA-f26x-pr96-vw86)
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