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Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Oracle Agile Product Lifecycle Management 9.3.3 All All All
Oracle Agile Product Lifecycle Management 9.3.4 All All All
Oracle Agile Product Lifecycle Management 9.3.5 All All All
Oracle Agile Product Lifecycle Management 9.3.3 All All All
Oracle Agile Product Lifecycle Management 9.3.4 All All All
Oracle Agile Product Lifecycle Management 9.3.5 All All All
Oracle Application Testing Suite 12.5.0.3 All All All
Oracle Application Testing Suite 13.1.0.1 All All All
Oracle Application Testing Suite 13.2.0.1 All All All
Oracle Application Testing Suite 13.3.0.1 All All All
Oracle Application Testing Suite 12.5.0.3 All All All
Oracle Application Testing Suite 13.1.0.1 All All All
Oracle Application Testing Suite 13.2.0.1 All All All
Oracle Application Testing Suite 13.3.0.1 All All All
Oracle Communications Network Integrity All All All All
Oracle Communications Online Mediation Controller 6.1 All All All
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Communications Services Gatekeeper
Communications Services Gatekeeper
Communications Unified Inventory Management
Communications Unified Inventory Management
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Endeca Information Discovery Integrator
Endeca Information Discovery Integrator
Endeca Information Discovery Integrator
Endeca Information Discovery Integrator
Enterprise Manager

Enterprise Manager

Enterprise Manager Ops Center

Enterprise Manager Ops Center

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Flexcube Private Banking

Healthcare Master Person Index

Healthcare Master Person Index

Healthcare Master Person Index

Healthcare Master Person Index

Hospitality Guest Access

Hospitality Guest Access

Hospitality Guest Access

All

All

7.3.2

7.3.4

7.3.5

7.4.0

7.3.2

7.3.4

7.35

7.4.0

3.2.0

13.2

13.2

12.3.3

12.3.3

12.0.1.0

12.0.3.0

12.1.0.0

2.0.0.0

2.2.0.1

12.0.1.0

12.0.3.0

12.1.0.0

2.0.0.0

2.2.0.1

3.0

4.0

3.0

4.0

4.2.0

4.21

4.2.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_services_gatekeeper
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_services_gatekeeper
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_unified_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/endeca_information_discovery_integrator
http://cve.report/vendor/oracle
http://cve.report/software/oracle/endeca_information_discovery_integrator
http://cve.report/vendor/oracle
http://cve.report/software/oracle/endeca_information_discovery_integrator
http://cve.report/vendor/oracle
http://cve.report/software/oracle/endeca_information_discovery_integrator
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/healthcare_master_person_index
http://cve.report/vendor/oracle
http://cve.report/software/oracle/healthcare_master_person_index
http://cve.report/vendor/oracle
http://cve.report/software/oracle/healthcare_master_person_index
http://cve.report/vendor/oracle
http://cve.report/software/oracle/healthcare_master_person_index
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_guest_access

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

References

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Pivotal Software

Pivotal Software

Vmware

Hospitality Guest Access

Insurance Calculation Engine
Insurance Rules Palette

Insurance Rules Palette

Insurance Rules Palette

Insurance Rules Palette

Micros Lucas

Micros Lucas

Mysql Enterprise Monitor

Mysql Enterprise Monitor

Mysql Enterprise Monitor

Product Lifecycle Management
Product Lifecycle Management
Retail Advanced Inventory Planning
Retail Clearance Optimization Engine
Retail Customer Insights

Retail Customer Insights

Retail Customer Insights

Retail Customer Insights

Retail Markdown Optimization
Retail Predictive Application Server
Retail Predictive Application Server
Retail Predictive Application Server
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Retail Service Backbone

Retail Xstore Point Of Service
Utilities Network Management System
Utilities Network Management System
Weblogic Server
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Oracle Critical Patch Update Advisory - July 2020

CVE-2018-11040: JSONP enabled by default in MappingJackson2JsonView | Security | Pivotal
Oracle Critical Patch Update Advisory - October 2021

[SECURITY] [DLA 2635-1] libspring-java security update

Oracle Critical Patch Update - January 2019

Oracle Critical Patch Update - July 2019

CPU Oct 2018

Oracle Critical Patch Update Advisory - January 2020

Oracle Critical Patch Update Advisory - April 2019

CVE Program record

NVD vulnerability detail

1]

MISC

CONFIRM

MISC

MLIST

CONFIRM

MISC

CONFIRM

MISC

MISC

CVE.ORG

NVD

www.oracle.com
pivotal.io
www.oracle.com
lists.debian.org
www.oracle.com
www.oracle.com
www.oracle.com
www.oracle.com
www.oracle.com
WWW.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Mitigation, '

Patch, Thir

Patch, Thir

Patch, Thir

canonical

canonical,

178647 Debian Security Update for libspring-java (DLA 2635-1)

980286 Java (maven) Security Update for org.springframework:spring-core (GHSA-f26x-pr96-vw86)
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