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Summary

CVE CVE-2018-11061

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-24 15:29:00 UTC

Updated 2019-10-09 23:33:00 UTC

Description RSA NetWitness Platform versions prior to 11.1.0.2 and RSA Security Analytics versions prior to 10.6.6 are vulnerable to a server-side template injection vulnerability due to insecure configuration of the template engine used in the product. A remote authenticated malicious RSA NetWitness Server user with an Admin or Operator role could exploit this vulnerability to execute arbitrary commands on the server with root privileges.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Rsa Netwitness All All All All

Application Emc Rsa Netwitness All All All All

Application Emc Rsa Security Analytics All All All All

Application Emc Rsa Security Analytics All All All All

References

Reference Source

Full Disclosure: DSA-2018-132: RSA NetWitness Platform Server-Side Template Injection Vulnerability FULLDISC

RSA NetWitness and Security Analytics Template Injection Arbitrary Command Execution Vulnerability BID

RSA NetWitness Server-Side Template Injection Bug Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRACK

RSA Security Analytics Server-Side Template Injection Bug Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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