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Summary

CVE CVE-2018-11062

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-02 22:29:00 UTC

Updated 2019-01-30 13:35:00 UTC

Description Integrated Data Protection Appliance versions 2.0, 2.1, and 2.2 contain undocumented accounts named 'support' and 'admin' that are protected with default passwords. These accounts have limited privileges and can access certain system files only. A malicious user with the knowledge of the default passwords may potentially log in to the system and gain read and write access to certain system files.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Integrated Data Protection Appliance All All All All

References

Reference Source Link

Full Disclosure: DSA-2018-136: Dell EMC Integrated Data Protection Appliance Undocumented Accounts Vulnerability FULLDISC seclists.org

Dell EMC Integrated Data Protection Appliance Default Password Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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