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Summary

CVE CVE-2018-11066

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-26 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Dell EMC Avamar Client Manager in Dell EMC Avamar Server versions 7.2.0, 7.2.1, 7.3.0, 7.3.1, 7.4.0, 7.4.1, 7.5.0, 7.5.1, 18.1 and Dell EMC Integrated Data Protection Appliance (IDPA) versions 2.0, 2.1 and 2.2 contain a Remote Code Execution vulnerability. A remote unauthenticated attacker could potentially exploit this vulnerability to execute arbitrary commands on the server.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Avamar 18.1 All All All

Application Dell Emc Avamar 7.2.0 All All All

Application Dell Emc Avamar 7.2.1 All All All

Application Dell Emc Avamar 7.3.0 All All All

Application Dell Emc Avamar 7.3.1 All All All

Application Dell Emc Avamar 7.4.0 All All All

Application Dell Emc Avamar 7.4.1 All All All

Application Dell Emc Avamar 7.5.0 All All All

Application Dell Emc Avamar 7.5.1 All All All

Application Dell Emc Avamar 18.1 All All All

Application Dell Emc Avamar 7.2.0 All All All

Application Dell Emc Avamar 7.2.1 All All All

Application Dell Emc Avamar 7.3.0 All All All

Application Dell Emc Avamar 7.3.1 All All All

Application Dell Emc Avamar 7.4.0 All All All

Application Dell Emc Avamar 7.4.1 All All All

Application Dell Emc Avamar 7.5.0 All All All
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Application Dell Emc Avamar 7.5.0 All All All

Application Dell Emc Avamar 7.5.1 All All All

Application Dell Emc Integrated Data Protection Appliance 2.0 All All All

Application Dell Emc Integrated Data Protection Appliance 2.1 All All All

Application Dell Emc Integrated Data Protection Appliance 2.2 All All All

Application Dell Emc Integrated Data Protection Appliance 2.0 All All All

Application Dell Emc Integrated Data Protection Appliance 2.1 All All All

Application Dell Emc Integrated Data Protection Appliance 2.2 All All All

Application Vmware Vsphere Data Protection 6.0.0 All All All

Application Vmware Vsphere Data Protection 6.0.1 All All All

Application Vmware Vsphere Data Protection 6.0.2 All All All

Application Vmware Vsphere Data Protection 6.0.3 All All All

Application Vmware Vsphere Data Protection 6.0.4 All All All

Application Vmware Vsphere Data Protection 6.0.5 All All All

Application Vmware Vsphere Data Protection 6.0.6 All All All

Application Vmware Vsphere Data Protection 6.0.7 All All All

Application Vmware Vsphere Data Protection 6.0.8 All All All

Application Vmware Vsphere Data Protection 6.1.0 All All All

Application Vmware Vsphere Data Protection 6.1.1 All All All

Application Vmware Vsphere Data Protection 6.1.2 All All All

Application Vmware Vsphere Data Protection 6.1.3 All All All

Application Vmware Vsphere Data Protection 6.1.4 All All All

Application Vmware Vsphere Data Protection 6.1.5 All All All

Application Vmware Vsphere Data Protection 6.1.6 All All All

Application Vmware Vsphere Data Protection 6.1.7 All All All

Application Vmware Vsphere Data Protection 6.1.8 All All All

Application Vmware Vsphere Data Protection 6.1.9 All All All

Application Vmware Vsphere Data Protection 6.0.0 All All All

Application Vmware Vsphere Data Protection 6.0.1 All All All

Application Vmware Vsphere Data Protection 6.0.2 All All All

Application Vmware Vsphere Data Protection 6.0.3 All All All

Application Vmware Vsphere Data Protection 6.0.4 All All All

Application Vmware Vsphere Data Protection 6.0.5 All All All

Application Vmware Vsphere Data Protection 6.0.6 All All All

Application Vmware Vsphere Data Protection 6.0.7 All All All

Application Vmware Vsphere Data Protection 6.0.8 All All All
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Application Vmware Vsphere Data Protection 6.1.0 All All All

Application Vmware Vsphere Data Protection 6.1.1 All All All

Application Vmware Vsphere Data Protection 6.1.2 All All All

Application Vmware Vsphere Data Protection 6.1.3 All All All

Application Vmware Vsphere Data Protection 6.1.4 All All All

Application Vmware Vsphere Data Protection 6.1.5 All All All

Application Vmware Vsphere Data Protection 6.1.6 All All All

Application Vmware Vsphere Data Protection 6.1.7 All All All

Application Vmware Vsphere Data Protection 6.1.8 All All All

Application Vmware Vsphere Data Protection 6.1.9 All All All

References

Reference Source Link

VMSA-2018-0029 CONFIRM www.vmware.com

Full Disclosure: DSA-2018-145: Dell EMC Avamar Multiple Vulnerabilities FULLDISC seclists.org

VMware vSphere Data Protection CVE-2018-11066 Remote Code Execution Vulnerability BID www.securityfocus.com

VMware vSphere Data Protection Multiple Flaws Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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