CVE

State

Assigner
Source Priority
Published
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Description

/

VE-2018-11117

MITRE NVD CVE.ORG Print: PDF %5

CVE-2018-11117

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2018-05-17 13:29:00 UTC

2018-06-15 19:37:00 UTC

Services/Feeds/classes/class.ilExternalFeedltem.php in ILIAS 5.1.x, 5.2.x, and 5.3.x before 5.3.5 has XSS via a link attribu’

i |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
llias lias 5.1.0 betal All All
lias llias 5.2.0 betal All All
llias lias 5.2.0 beta2 All All
lias llias 5.2.0 beta3 All All
llias lias 5.1.0 betal All All
llias llias 5.2.0 betal All All
llias lias 5.2.0 beta2 All All
llias llias 5.2.0 beta3 All All
llias lias All All All All
llias llias All All All All
llias lias All All All All

References

Reference Source Link Tags
ILIAS E-Learning - Roadmap and Releases MISC www.ilias.de  Release Notes, Vendor Advisory
fixed 23026: link attribute - ILIAS-eLearning/ILIAS@ff9bf29 - GitHub MISC github.com Patch

CVE Program record CVE.ORG www.cve.org canonical


https://cve.report/
https://cve.report/CVE-2018-11117/mitre
https://cve.report/CVE-2018-11117/nist
https://cve.report/CVE-2018-11117/cve_org
https://cve.report/CVE-2018-11117.pdf
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
http://cve.report/vendor/ilias
http://cve.report/software/ilias/ilias
https://www.ilias.de/docu/goto.php?target=st_229
https://github.com/ILIAS-eLearning/ILIAS/commit/ff9bf29858f2dbffe828711a6f8bf37038c00d77
https://www.cve.org/CVERecord?id=CVE-2018-11117

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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