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Summary

CVE CVE-2018-1114

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-11 15:29:00 UTC

Updated 2019-10-09 23:38:00 UTC

Description It was found that URLResource.getLastModified() in Undertow closes the file descriptors only when they are finalized which can cause file descriptors to exhaust. This leads to a file handler leak.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Undertow - All All All

Application Redhat Undertow - All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.2 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.2 All All All

Application Redhat Virtualization Host 4.0 All All All

Application Redhat Virtualization Host 4.0 All All All

References
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1573045 – (CVE-2018-1114) CVE-2018-1114 undertow: File descriptor leak caused by JarURLConnection.getLastModified() allows attacker to cause a denial of service
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[JDK-6956385] URLConnection.getLastModified() leaks file handles for jar:file and file: URLs - Java Bug System

[UNDERTOW-1338] File descriptor leak cause JarURLConnection.getLastModified() - JBoss Issue Tracker
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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