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CVE CVE-2018-1115
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-05-10 19:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description postgresql before versions 10.4, 9.6.9 is vulnerable in the adminpack extension, the pg_catalog.pg_logfile_rotate() function

1|

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Operating System Opensuse Leap 15.1
Operating System Opensuse Leap 15.1
Application Postgresql Postgresql All
Application Postgresql Postgresql All

Update
All
All
All

All

Edition

All

All

All

All

Language

All

All

All

All

References

Reference

git.postgresql.org Git - postgresql.git/‘commitdiff
Red Hat Customer Portal

Red Hat Customer Portal

git.postgresql.org Git - postgresql.git/’commitdiff

PostgreSQL: Multiple vulnerabilities (GLSA 201810-08) — Gentoo security

PostgreSQL CVE-2018-1115 Security Bypass Vulnerability
[security-announce] openSUSE-SU-2020:1227-1: moderate: Security update f
CVE Program record

NVD vulnerability detail

1573276 — (CVE-2018-1115) CVE-2018-1115 postgresql: Too-permissive access control list on function pg_logfile_rotate()

Source

CONFIRM

REDHAT

REDHAT

GENTOO

CONFIRM

BID

SUSE

CVE.ORG

NVD

Lir

it.

g

acc
acc
git.
se(
bug
WW

list


https://cve.report/
https://cve.report/CVE-2018-1115/mitre
https://cve.report/CVE-2018-1115/nist
https://cve.report/CVE-2018-1115/cve_org
https://cve.report/api/cve/CVE-2018-1115.json
https://cve.report/CVE-2018-1115.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
https://git.postgresql.org/gitweb/?p=postgresql.git;a=commitdiff;h=7b34740
https://access.redhat.com/errata/RHSA-2018:2566
https://access.redhat.com/errata/RHSA-2018:2565
https://git.postgresql.org/gitweb/?p=postgresql.git%253Ba=commitdiff%253Bh=7b34740
https://security.gentoo.org/glsa/201810-08
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-1115
http://www.securityfocus.com/bid/104285
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00043.html
https://www.cve.org/CVERecord?id=CVE-2018-1115
https://nvd.nist.gov/vuln/detail/CVE-2018-1115
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

500532 Alpine Linux Security Update for postgresql

502000 Alpine Linux Security Update for postgresqgli14
502766 Alpine Linux Security Update for postgresqgl15
504299 Alpine Linux Security Update for postgresqgli14
505658 Alpine Linux Security Update for postgresqgl15

710227 Gentoo Linux PostgreSQL Multiple Vulnerabilities (GLSA 201810-08)
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