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Summary

CVE CVE-2018-11212

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-16 17:29:00 UTC

Updated 2022-04-20 00:15:00 UTC

Description An issue was discovered in libjpeg 9a and 9d. The alloc_sarray function in jmemmgr.c allows remote attackers to cause a denial of service (divide-by-zero error) via a crafted file.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Ijg Libjpeg 9a All All All

Application Ijg Libjpeg 9a All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All
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Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Unified Manager All All All All

Application Netapp Oncommand Workflow Automation All All All All

Application Netapp Oncommand Workflow Automation All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snapmanager All All All All

Application Netapp Snapmanager All All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.0 All All All

Application Oracle Jdk 1.7.0 update201 All All

Application Oracle Jdk 1.8.0 update192 All All

Application Oracle Jdk 11.0.1 All All All

Application Oracle Jdk 1.7.0 update201 All All

Application Oracle Jdk 1.8.0 update192 All All

Application Oracle Jdk 11.0.1 All All All

Application Oracle Jre 8.0 update_191 All All

Application Oracle Jre 8.0 update_191 All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Satellite 5.8 All All All

Application Redhat Satellite 5.8 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com
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Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Red Hat Customer Portal REDHAT access.redhat.com

[security-announce] openSUSE-SU-2019:0346-1: important: Security update SUSE lists.opensuse.org

January 2019 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

security_advisories/libjpeg-v9a at master · ChijinZ/security_advisories · GitHub MISC github.com

GitHub - zzyyrr/divide-by-zero-in-libjpeg-9d: Divide-by-zero in libjpeg-9d MISC github.com

USN-3706-2: libjpeg-turbo vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Oracle Critical Patch Update - January 2019 CONFIRM www.oracle.com

USN-3706-1: libjpeg-turbo vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Oracle Java SE CVE-2018-11212 Remote Security Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT access.redhat.com

Document Display | HPE Support Center CONFIRM support.hpe.com

[security-announce] openSUSE-SU-2019:1439-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:1500-1: moderate: Security update f SUSE lists.opensuse.org

Independent JPEG Group MISC www.ijg.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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377472 Alibaba Cloud Linux Security Update for libjpeg-turbo (ALINUX2-SA-2019:0070)

501208 Alpine Linux Security Update for openjdk7

501217 Alpine Linux Security Update for openjdk8
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